3apeructpupoBano B Muntocte Poccun 14 mas 2013 r. N 28375

OEAOEPAJIbHAA CNTYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIO

NMPUKA3
ot 18 dheBpansa 2013 r. N 21

Ob YTBEPXOEHUUN COCTABA U COOEPXAHUA
OPIrAHU3ALUNOHHBIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJBbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CnucoK U3MEHSIOIINX TOKYMEHTOB
(B pen. [IpukazoB ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBercTBuu ¢ yacthio 4 cratbu 19 denepanbHoro 3akoHa ot 27 urong 2006 r. N 152-®d3 "O
nepcoHalibHBIX NaHHBIX" (CoOpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, cTt. 3407; N 31, c1. 4173, c1. 4196; N 49, cT. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxennem o DenepanbHON CIIy)k0€ MO TEXHUICCKOMY H
SKCIIOPTHOMY KOHTPOJIO, YTBEpKIeHHBIM Yka3oM llpesunenta Poccuiickoii @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3axkonomarensctBa Poccuiickoit ®eneparuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, cT1. 818), npuka3piBaro:

1. YrBepauts npunaraembie CocTaB U COJEp)KAHUE OPraHU3ALMOHHBIX M TEXHUYECKHUX MEpP IO
obecreyeHno 6e30MacCHOCTH MEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTke B MH(YOPMAIIMOHHBIX CHCTEMaX
[IEPCOHAJIBHBIX JTaHHBIX.

2. llpusnars ytpatuBmuM cuny npukaz ®CTIK Poccum or 5 despans 2010 r. N 58 "O6
yTBepxkaAeHun [lonoskeHus: 0 MeToax u cmocobax 3amuThl HHPOpMAIKH B HTHPOPMAIIMOHHBIX CHCTEMaX
MEePCOHANIbHBIX JaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 despans 2010 r., peructpaiiioHHbIN
N 16456).

Hupexrop

denepanbHOM CITyKOBI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepxkaeHBI
npukazoM ®CTIK Poccun
ot 18 depams 2013 r. N 21

COCTAB U COOEPXAHUE
OPITAHU3AUMNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
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B UHPOPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX OAHHbIX

Cnucok U3MEHSIOIINX TOKYMEHTOB
(B pen. ITpukazor ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. Oowme nonoxeHus

1. Hacrosmuii ToKyMeHT pa3pad0TaH B COOTBETCTBHH C 4acThio 4 ctatbu 19 denepaabHOTO 3aKOHA
ot 27 ntons 2006 r. N 152-®3 "O nepconanbHbix gaHHbIX" (CoOpaHue 3akoHogaTesbecTBa Poccuiickoit
Oenepauuu, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, cT. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cr. 4701) u ycraHaBiauBaeT COCTaB U
COJiep’)KaHUE OPraHU3aLMOHHBIX W TEXHUYECKHX Mep MO OOEeCHeueHHI0 Oe30MacCHOCTH MEPCOHAIBHBIX
JaHHBIX MPH UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMaxX NEPCOHAIBHBIX JNAHHBIX (Jlanee - Mephl 10
obOecrnieueHn0 0€30MacHOCTU MEPCOHANBbHBIX JAHHBIX) s KaKIOT0 W3 YpPOBHEH 3alMIIEHHOCTH
MEPCOHAJIbHBIX JIAHHBIX, YCTAHOBJICHHBIX B TpeOOBaHMSIX K 3allUTE MEPCOHATBHBIX TAHHBIX TMPU HX
00paboTke B MH()OPMAIMOHHBIX CHCTEMax IMEPCOHANbHBIX JAaHHBIX, YTBEPKACHHBIX MOCTAHOBICHHEM
[TpaButenscTBa Poccuiickoit ®enepammm ot 1 HostOpst 2012 1. N 1119 (CoOpanue 3axoHOIATENHCTBA
Poccutickoit ®deneparuu, 2012, N 45, cT. 6257).

Mepsl 1o oOecriedeHHI0 0€30IaCHOCTH IMEPCOHAJIBHBIX JAHHBIX MPUHUMAIOTCS JUISl 3alllUThI
IIEPCOHAIBHBIX JAHHBIX OT HENPAaBOMEPHOIO WM CIy4alHOro JOCTyna K HUM, YHHUYTOXCHMS,
U3MEHEHUs, OJIOKUPOBaHUs, KOMUPOBAHUsI, [IPEIOCTABIICHUS, PACIIPOCTPAHEHUS IEPCOHAIBHBIX JaHHbIX,
a TaKXKe OT MHBIX HEIIPABOMEPHBIX IEUCTBUI B OTHOLICHUU IIEPCOHAIBHBIX JaHHBIX.

B HacrosmieM [OKyMEHTE HE pacCMaTpUBAIOTCS BOIPOCHl oOecredeHus Oe30MacHOCTH
NIEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSAKE K CBEACHMSIM, COCTaBIISIOLIMM
rOCy/lapCTBEHHYI0 TaliHy, a TakKe€ Mepbl, CBA3aHHbIE C MPUMEHEHHEM IHU(POBAIBHBIX
(kpunTorpauuecknx) CpeACTB 3alUThI HH(OPMAILIHH.

2. be3omacHOCTh MNEpPCOHANBHBIX JAHHBIX MpU HUX 00paboTKe B HH(GOPMALMOHHOW CHCTEME
NEepCOHAJbHBIX JaHHBIX (nanee - MHQOPMALMOHHAs cHcTeMa) OOECHeuMBaeT ONepaTop WU JIUILO,
OCYyIIECTBISIONIEe 00pabOTKy MEPCOHANbHBIX JIAHHBIX IO MOPYYEHHIO ONEpaTropa B COOTBETCTBUU C
3aKoHOaTenbCcTBOM Pocculickon denepanum.

Jlnsg BeimoiHeHHuss paboT mo obecreueHuto Oe30MacHOCTH IMEePCOHATBHBIX JIAHHBIX MPH HUX
00paboTke B MH(POPMAIIMOHHOHN cHCTEME B COOTBETCTBHHU € 3aKOHOJAaTeIbCTBOM Poccuiickoit deneparuu
MOTYT TIPHUBJIEKaTbCsl Ha JOTOBOPHOM OCHOBE IOPUIMYECKOE JIMIO WJIM HWHAWBHUIyaJIbHBIN
IpeaNpUHIMATENb, UMEIOIUE JIMIEH3HUIO Ha JeSITeIbHOCTh 110 TEXHUYECKON 3alIuTe KOH(PHIeHIIMATbHON
nH(pOpMaLINH.

3. Mepsl 1o obecriedeHnio 6e30MacHOCTH MePCOHANBHBIX JaHHBIX PEATU3YIOTCS B paMKax CHCTEMBbI
3aIUTHl TEPCOHAIBHBIX JAHHBIX, CO3/1aBa€MOW B COOTBETCTBHHM C TpeOoBaHUsSMH K 3aluTe
MEePCOHANBHBIX JTAaHHBIX TpH UX 00paboTke B WMH(OPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX IAHHBIX,
yTBepKJACHHBIMH TTOcTaHOBJIeHHEeM [IpaBurenbctBa Poccuiickoit ®denepannu ot 1 HOs0ps 2012 r. N
1119, u noMKHBI OBITH HATIPABIIEHBI HA HEHTPATU3AIMIO AKTYaIBHBIX YTP0o3 0€30MacCHOCTH MEPCOHATBHBIX
JTAaHHBIX.

4, Mepbl 1o 0O0EeCIeUeHHI0 OC30IMacHOCTH NEPpCOHANIBHBIX MaHHBIX PCAINM3YIKOTCAd B TOM YHCIIC
MoCpE€ACTBOM MMPHUMCEHCHUS B HH(i)OpMaHHOHHOfI CUCTEME CPCACTB 3alIUTHI I/IH(l)OpMaIII/II/I, npomecamunx B
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YCTAaHOBJICHHOM TOPSAKE MPOLEAYpy OLIEHKHM COOTBETCTBUSA, B CIy4asX, KOTrJa MPUMEHEHHE TaKuX
CpeACTB HEOOXOIMMO Il HEUTpalU3aliK aKTyaJbHBIX Yrpo3 O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

Koncynprantllintoc: npumedanue.
Hymeparust myHKTOB JJaHa B COOTBETCTBUH C O(DUIIMAIBHBIM TEKCTOM JOKYMEHTA.

6. Onenka 3(pPEeKTUBHOCTH PEaTU30BAHHBIX B PaMKaX CHUCTEMbI 3aIUTHI MEPCOHATBHBIX TaHHBIX
Mep 10 00ECTICUCHHIO OE30TaCHOCTH MEPCOHANTBHBIX JAHHBIX MPOBOIUTCS OMEPATOPOM CAMOCTOSITEIIBHO
WIM C T[PUBJICYECHUEM HA JIOTOBOPHOM OCHOBE IOPUIMYECKHUX JIMI[ W  HMHJIUBHAYaJIbHBIX
npeAnpUHUMATENIed, UMEIOIIUX JIMIEH3UI0 Ha OCYIIECTBICHHE JEATEIbHOCTH MO TEXHUYECKOW 3aluTe
KoH(pHACHIIMAIbHON HH(pOpMaIuu. YKa3zaHHas OIICHKA ITPOBOJUTCS HE PEXeE OJTHOTO pas3a B 3 roja.

7. Mepsl mo o0ecriedeHnI0 0€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MHpU HUX 00paboTke B
rOCy/IapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMax MNPUHUMAIOTCS B COOTBETCTBUU C TPEOOBaHUSMHU O
3amuTe  WHPOpPMAIMHM, COACpXKAIMICHCS B  TOCYAAPCTBEHHBIX  WH(MOPMAIMOHHBIX  CHCTEMaX,
ycranapnuBaeMbiMu @CTOK Poccuu B mpenienax cBOMX MOJTHOMOYHI B COOTBETCTBUHU C YACThIO 5 CTAaThU
16 ®enepanpHoro 3akoHa ot 27 wutonst 2006 r. N 149-©3 "OO0 undopmanuu, HMHGOPMALUOHHBIX
TexHoJIoTHsAX U o 3ammuTe uHpopmaruu" (Cobpanue 3akoHomareabcTBa Poccuiickoit denepanuu, 2006,
N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, ct. 4328).

Il. CocTtaB u cogepxaHme mep no obecnevyeHnro 6e3o0nNacHOCTU
nepcoHanbHbIX AaHHbIX

8. B cocras MCP IO obecneyeHnio 0€30IMacHOCTH NEPCOHANIBHBIX JAHHBIX, PCAJIM3YCMBIX B paMKax
CHUCTCMbI 3alIUTBhI MCPCOHAIBHBIX AAHHBIX C YUCTOM aKTyaJbHBIX YI'PO3 0e301acHOCTH MEPCOHAIIBHBIX
JaHHbIX U IPUMCHACMbBIX I/IH(l)OpMaI_[I/IOHHBIX TeXHOHOFI/Iﬁ, BXOJAT:

UACHTU(PUKAIMS U ayTeHTU(PUKAIS CyObEKTOB JOCTYyNa U 00BEKTOB J0CTYIIA;
yIpaBJIeHUE TOCTYIIOM CyOBEKTOB JOCTYIA K 00bEKTaM JIOCTYTIa;
OrpaHHYEHUE MPOTPaMMHOMN CPEJIBI;

3al[UTa MAlIMHHBIX HOCHTENeW HH(OpMaluM, Ha KOTOPBIX XpaHATCS U (Min) oOpabaThIBArOTCS
MepPCOHANIbHBIE IaHHBIE (JaJiee - MAalIMHHbIE HOCUTENH ITEPCOHATbHBIX JIaHHBIX);

peructpanus coObITUI 0€30MaCHOCTH;

AQHTHBHPYCHAS 3aIUTa;

oOHapyskeHHe (IpeA0TBPaLleHNEe) BTOPKEHUH;

KOHTPOJIb (aHATIN3) 3alIUIIIEHHOCTH MEPCOHATBHBIX JAaHHBIX;

o0ecreyeHue 1eI0OCTHOCTH HH(POPMAITMOHHON CHCTEMBI M TEPCOHATIbHBIX JTaHHBIX;
o0ecrieyeHne JTOCTYITHOCTH MTEPCOHATBHBIX JaHHBIX;

3alUTa Cpebl BUPTYaIU3alluu;

3aluTa TCXHUYCCKUX CPEIACTB,
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3amuTa HHPOPMAITMOHHOW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Nepeaadn JaHHBIX;

BBISIBIICHHE WHIUACHTOB (OJHOTO COOBITHS WJIM TPYIIBI COOBITHI), KOTOPbIE MOTYT NPHBECTH K
cOOsIM WM HapyLIEHHUI0 (PYHKIMOHUPOBAHUA HMH(OPMALMOHHOM CHCTEMBbl U (MJIM) K BO3HUKHOBEHMIO
yrpo3 6e30MacHOCTH MEPCOHATBHBIX JAHHBIX (Jlajiee - MHIMICHTHI), U pearnpoBaHKe Ha HUX;

yopaBiieHue KoH(urypanuein HHQOPMAIMOHHOM CHUCTEMBbl M CHCTEMBI 3allUThl MEPCOHATBHBIX
JTAHHBIX.

CocraB 1 COACpIKAaHUE MEDP I10 obOecreyeHno 0€30MacHOCTH NEPCOHAIBHBIX JaHHBIX, HCO6XOI[I/IMBIX
JJIA obecrneueHuUs KaXxjgoro us3 ypOBHGfI 3alIUIICHHOCTH T CPCOHAJIBHBIX JAaHHBIX, IIPUBCIACHBI B
IMPUIIOKCHUHN K HACTOAMIEMY JOKYMCHTY.

8.1. Mepsl 1o uACHTU(DUKANMHA U AyTCHTHU(PUKAIUU CyOBEKTOB JOCTYNMa M OOBEKTOB JIOCTYyIa
JOJDKHBI  OOecreynBaTh MPUCBOCHHE CyObeKTaM H O00BEKTaM JOCTyNa YHUKAIBHOTO MpH3HAKA
(umenTuUKaTOpa), CPABHCHHUE NPEIBIBISIEMOT0 CYOBEKTOM (0OBEKTOM) JOCTymna HACHTH(HKATOpa C
MepeYyHEM MPHUCBOCHHBIX HJIEHTU(UKATOPOB, a TaKKe MPOBEPKY MPUHAIICIKHOCTH CyOBEKTy (0OBEKTY)
JOCTyTIa MPEABIBICHHOTO UM UACHTU(DHKATOPa (TTOATBEPKICHUE TIOJTMHHOCTH).

8.2. Mepbl MO YHOpPaBICHUIO JOCTYNOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa JIOJIKHbI
o0ecrieunBaTh yIpaBlieHHE MPaBaMU M MPHUBHIETUSMH CyOBEKTOB HOCTyIa, pa3TpaHUYCHHE JOCTYyTa
CyOBEKTOB J0CTyla K 00BEKTaM JOCTYIa HA OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B HH(OPMALIMOHHOM
CUCTEME IpaBWJI pa3srpaHUYEHMs] JOCTyla, a TakkKe oOecleyuBaTh KOHTPOJIb 33 COOJIOJEHHEM 3THX
IIpaBUIL

8.3. Mepbl 10 OTpaHUYEHHUIO MPOrPaMMHOM Cpenbl JOJKHBI OOECIeunBaTh YCTAaHOBKY U (MJIN)
3allyCK TOJIBKO pa3pelleHHOr0 K HCHOJIb30BAHUIO B HMH(DOPMAIMOHHOW CHCTEME IPOrpaMMHOIO
o0ecrieyeHrss WJIM HUCKJIIOYaThb BO3MOXHOCTh YCTAHOBKM M (WJIM) 3amycka 3alpeuieHHOro K
HCIOJIb30BAHUIO B MH(OPMAITMOHHON CHCTEME MPOrPaMMHOI0 00ecTIeYeHusI.

8.4. Meppl MO 3amMTe MAIIMHHBIX HOCHUTENEH MEepCOHANbHBIX JAHHBIX (CpencTB 0O0padOTKU
(XpaHeHHsI) IEpCOHANBHBIX JTAHHBIX, ChEMHBIX MAIIMHHBIX HOCUTENIEH MEePCOHATBHBIX JaHHBIX) JOJKHBI
UCKJII0YaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JIOCTYNA K MAIIMHHBIM HOCUTEIISIM U XpaHsIIUMCS Ha
HUX IIEPCOHAIBbHBIM JAHHBIM, a TAKXXE HECAHKIIMOHUPOBAHHOE HCIIOJB30BAHNE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MEepCOHAIbHBIX TaHHBIX.

8.5. Mepbl mo peructpauuu coObITHH 0€30MacHOCTH JIOJDKHBI oOecreyuBaTh cOOp, 3aluch,
XpaHeHue W 3alluTy UHpOpMaluH O COOBITHAX 0€30MmacHOCTH B MH(GOPMAIMOHHON CHCTEME, a TaKXKe
BO3MOKHOCTh IPOCMOTPA U aHaJIM3a UH(OPMAIMK O TAKUX COOBITUSX U pearnpoBaHHe Ha HUX.

8.6. Mepbl M0 aHTHBHPYCHOM 3alllUTe JOJKHBI 0OecreuynBaTh OOHapykeHHEe B MHGOPMAIMOHHON
CHCTEeME KOMITBIOTEPHBIX MPOrpaMM JIMOO MHOW KOMIBIOTEPHON HMH(OpMAIMM, MpeJHa3HAYCHHON IS
HECaHKLIMOHUPOBAHHOTO YHMYTOXKEHUS, OJOKUpPOBaHMS, MOIU(UKAINH, KOMHUPOBAHUS KOMIIbIOTEPHOU
uHbOpMAllMM WIM HEUTpamu3alu CpeJICTB 3alluThl MHPOpPMAlMU, a TakKXkKe pearupoBaHHE Ha
oOHapyXeHHe 3TUX MPOrpaMM U HHPOpPMaIUH.

8.7. Mepbl 1o oOHapyXkeHUIO (TPEJOTBPAIICHUIO) BTOPXKEHUH JOJDKHBI —0OecreynBaTh
oOHapy)XeHHe JeHcTBU B HHGOPMAIIMOHHOW CHCTEME, HaIlpaBJICHHBIX HAa HECAHKIIMOHHUPOBAHHBIN
nocTyn K wuH(pOpMamuu, CHenuaibHble BO3ACHCTBUS HAa WH(OOPMALMOHHYIO CHUCTEMY U (WJIH)
TIEPCOHAJIbHBIC JIAHHBIE B IEJSX JOOBIBAHUS, YHUUYTOKCHMS, UCKOKECHUS M OJOKMPOBAHHS JOCTyIa K
MEPCOHAJIBHBIM JJAHHBIM, a TaK)K€ pearupoOBaHHUE Ha 3TU JEUCTBHUSL.



8.8. Mepbl 10 KOHTPOIIIO (AaHATU3Y) 3aLIUIEHHOCTH IEPCOHATIBHBIX JAHHBIX TOJIKHBI 00€CIIeYnBaTh
KOHTPOJIb yPOBHS 3AIMIICHHOCTH IEPCOHAJBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH(OPMAIIMOHHOMN
CUCTEME, IIyTE€M IPOBEIEHUS CHCTEMaTH4YECKMX MEpPONPUATUH 10 aHaIM3y 3alIMILEHHOCTH
MH(POPMALIMOHHON CHUCTEMBbl U TECTUPOBAHHIO PabOTOCIIOCOOHOCTH CHUCTEMBI 3aIIUTHl MEPCOHAIBHBIX
JAHHBIX.

8.9. Mepsl o 00eCTeYeHNI0 ETOCTHOCTH MH()OPMAIIMOHHONW CHUCTEMBI M MEPCOHAIBHBIX JaHHBIX
JOJDKHBI oOecrieunBaTh OOHapyXeHHe (HaKTOB HECAHKIMOHUPOBAHHOTO HAPYIICHHS IIEIOCTHOCTH
MH(POPMALIMOHHON CHCTEMBI M COJCPXKAIIUXCS B HEH MEPCOHAJBHBIX JAHHBIX, a TaKK€ BO3MOXKHOCTh
BOCCTAHOBJICHNSI HH()OPMALMOHHON CUCTEMBI M COJICPIKAIIMXCS B HEH MEPCOHAIBHBIX JaHHBIX.

8.10. Mepbl 1Mo O00ECIEYCHHUIO JOCTYIMHOCTH IEPCOHATBHBIX ITaHHBIX JOJDKHBI 00ECIeYUBAThH
AaBTOPH30BAaHHBIA JIOCTYIN IOJIb30BATECH, UMCIOIIUX MpaBa 1O JOCTYIY, K IEePCOHAIBHBIM JaHHBIM,
colepKammmMcsi B WHPOPMAIMOHHOW  CHUCTEME, B IITAaTHOM peXuMe (PyHKIHMOHUPOBAHUS
WH(POPMAIIMOHHOMN CUCTEMBI.

8.11. Mepbl mo 3amure cpeapl BUPTyalU3allMUd JIOJKHBI HCKIIOYaTh HECAHKIMOHMPOBAHHBIN
JOCTyl K TIEpCOHANBHBIM JaHHBIM, OOpalOaThiBa€MbIM B BUPTyalbHOW UHPPACTPYKTYpe, U K
KOMIIOHEHTaM BUPTYaJbHOW MHQPACTPYKTYphl U (MJIM) BO3JACHCTBUE HA HUX, B TOM YHCIIE K CPEICTBaM
yIpaBiIeHUS BUPTYaTbHOU HHOPACTPYKTYPOU, MOHUTOPY BUPTYaJIbHBIX MAlIMH (TUIIEPBU30PY), CUCTEME
XpaHeHHs IAaHHBIX (BKJIIOYAs CHUCTEMY XpaHEHHUs OOpa3oB BUPTYaJbHOH HH(PACTPYKTYpHI), CETH
nepenayd JaHHBIX uepe3 JJIEMEHThl BUPTyaldbHOW WM (pusnmueckod HHGPACTPYKTYPhl, TOCTEBBIM
OIEpaIlMOHHBIM CHUCTEMaM, BUPTYyaJbHbIM MallliHaM (KOHTEHHEpaM), CUCTEME U CETH PEILIMKALIUH,
TEPMUHAJIBHBIM W BHUPTyaJbHBIM YCTPOMCTBAM, a TaKXe€ CHUCTEME pE3epBHOIO KONUPOBAHUS U
CO3/1aBAEMBIM €10 KOIIHSIM.

8.12. Mepbl 10 3aUTe TEXHUYECKUX CPEICTB JOKHBI HCKIHYATh HECAHKIIMOHUPOBAHHBIN JOCTYI
K CTalMOHApHBIM TEXHUYECKHUM CpeAcTBaM, 0OpalaThIBalOIIMM MEPCOHAIbHBIE TaHHBIE, CPEACTBAM,
obecrieunBaOIUM (PyHKIIMOHUPOBAaHHE HMH(POPMALMOHHOM CHUCTEMBI (Jajee - cpelcTBa oOecrnedeHust
(YHKIMOHUPOBAHMS ), U B MOMEILIEHHUS, B KOTOPBIX OHU MTOCTOSIHHO PACIIOJIOKEHBI, 3alIUTY TEXHUYECKUX
CPEICTB OT BHEIIHUX BO3JEHCTBHI, a TaK)Ke 3alUUTy NEPCOHAIBHBIX JaHHBIX, MPEJCTABICHHBIX B BUJE
MH(OPMATHUBHBIX AMEKTPUUECKUX CUTHATIOB U (PU3NUECKUX MOJIEH.

8.13. Mepsl 110 3amuTe HHPOPMAIIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Nepeau JaHHBIX
JOJDKHBI  00ecreurBaTh 3alUTy MEPCOHANbHBIX JaHHBIX MPH B3aUMOAECUCTBUM HH(DOpPMAIIMOHHOM
CHCTEMBbl WIIH €€ OTAEIbHBIX CerMEHTOB C MHBIMU MH()OPMAIIMOHHBIMU CHCTEMaMH U MH(POPMALMOHHO-
TEJIEKOMMYHUKAIIUOHHBIMU ~ CETSIMU IOCPEACTBOM IPUMEHEHMS] apXUTEKTYphl HH(POpPMAIMOHHOU
CHCTEMBbl M MPOEKTHBIX pELICHHWH, HANpaBJIEHHbIX Ha o0ecredeHne Oe30MaCHOCTH IEePCOHATBHBIX
JAHHBIX.

8.14. MepLI 0 BBIABJICHUIO HHIOUIACHTOB W PCArvpOBaHUIO HAa HHUX OOJIKHBI obecreunuBaTh
06Hapy>1<eHHe, I/I)ICHTI/I(l)I/IKaHI/IIO, aHaJIn3 MHIOUACHTOB B HH(i)OpMaHHOHHOI)’I CUCTCME, a TAKKC IMMPHUHATHUC
MCD IO YCTPAHCHUTIO U NPCAYITPCIKACHUIO HHIIUJICHTOB.

8.15. Mepbl o ympaBlieHHI0 KOHUrypanued MHGOPMAIMOHHON CHUCTEMBI M CHUCTEMBI 3aIUThHI
NEPCOHAJBHBIX  JAHHBIX JOJDKHBI  00€CreurBaTh  YIpaBICHHWE H3MEHEHHsMH  KOH(puUrypauuu
MH(OPMALIMOHHONW CHCTEMbl U CHUCTEMBl 3alUThl MEPCOHAIBHBIX JAHHBIX, aHAIU3 MOTEHIIUAIHLHOTO
BO3/ICHUCTBUS TUIAHUPYEMbIX U3MEHEHUI Ha oOecrieueHre 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX, a TAKKE
JOKYMEHTHUPOBAHUE ITHUX U3MEHEHUH.

0. BBIGOp MEp IO obOecreueHnI0 0E30ITaCHOCTH NEPCOHANIBHBIX NAHHBIX, MOMJICKAIIUX pCaIU3allun



B PIH(i)OpMaHHOHHOfI CUCTEMC B paMKaX CUCTEMBbI 3allIUThI IICPCOHATIbHBIX JaHHBIX, BKIIFOYACT:

ompenenenue 6a3oBoro Habopa Mep 1Mo obOecreueHHo OEe30MaCHOCTH MEePCOHANBHBIX AAHHBIX IS
YCTaHOBIICHHOTO YPOBHSI 3allIMIIICHHOCTH MIEPCOHATBHBIX JAHHBIX B COOTBETCTBHH C 0a30BBIMU HaOOpaMu
Mep Mo oOecnevYeHur0 Oe30MacHOCTH MEPCOHAIBHBIX JaHHBIX, MPUBEIACHHBIMU B MPUIOKCHUH K
HACTOSIIIEMY JOKYMEHTY,

ajanTanuio 6a3oBoro Habopa Mep mo oOecredeHHi0 0e30IacHOCTH TMEPCOHATBHBIX TaHHBIX C
Y4E€TOM CTPYKTYPHO-(QYHKIIMOHAIBHBIX XapaKTEPUCTUK MH(DOPMALMOHHONW CHUCTEMBI, HH()OPMALIMOHHBIX
TEXHOJIOTUH, 0COOCHHOCTEN (H)YHKIIMOHHMPOBAHUSI HH(POPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKIIOYEHUE
u3 6a3oBoro Habopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX C WH(GOPMAIMOHHBIMU TEXHOJIOTHUSMH, HE
HCIOJIb3YEMBIMU B nH(POPMAITMOHHOH CUCTEME, W CTPYKTYPHO-(YHKINOHATIHHBIMH
XapaKTepUCTHUKaMU, HE CBOICTBEHHBIMU MH(POPMAIMOHHOMN CHCTEME);

YTOYHEHHE aJanTHPOBAaHHOTO ©0a3oBoro Habopa Mep 1o obecnedeHHIo Oe30MacHOCTH
NEepCOHANBHBIX JAHHBIX C YYETOM HE BBIOPAaHHBIX paHee Mep, NPHUBEIACHHBIX B NPWIOKEHHH K
HACTOAILIEMY JOKYMEHTY, B pe3yJbTaTe YEro OIPEAENSIOTCS MEpbl M0 O00ECHEeUCHHIO0 0E30IacHOCTH
NepCOHANBHBIX JaHHBIX, HAlPaBJICHHBIE Ha HEUTPATU3AIMI0 BCEX AKTYAIBHBIX YIpo3 0e30MacHOCTH
MEPCOHAIBHBIX JAHHBIX JUISI KOHKPETHOW HHPOPMALIMOHHOW CUCTEMBI;

JIONIOJIHEHUE ~ YTOYHEHHOI'0  aJanTHpOBaHHOro 0Oa3oBoro Habopa Mep 1O 0OECHEeYEHMIO
0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX MEPaMH, 00ECIIeYMBAIOIIIMMH BBIIOJTHEHUE TPEOOBAaHUH K 3aIUTe
NEPCOHAJbHBIX JAHHBIX, YCTAHOBJICHHBIMM HHBIMH HOPMATHBHBIMHU IIPABOBBIMHU aKTaMHM B OO0JIaCTH
obecriedeHrst 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX U 3alIUTHI HH(OPMAIIHH.

10. Ilpyu HEBO3MOKHOCTH TEXHUYECKOM peanu3aluu OTAENbHBIX BHIOPAHHBIX MEp MO 00EeCIIeUEHUI0
0€30MaCHOCTH MEePCOHATBHBIX JIAHHBIX, a TAKXKE C yYETOM IKOHOMHUYECKON 11€71€CO00pa3HOCTH Ha ATarax
ananTauuu 0azoBoro HaOopa Mep M (WIM) YTOYHEHHs aJlaiTUPOBAHHOrO 0a30BOro Habopa Mep MOTYT
pa3pabatrhiBaTbCsl MHBbIE (KOMIIEHCHUPYIOLINE) MEphl, HAIllpaBJICHHbIE HA HEUTPaIU3alUI0 AKTyaJIbHBIX
yrpo3 6€30MaCHOCTH NEPCOHATIBHBIX JAHHBIX.

B sTtom ciyuae B xone pa3paOOTKU CHUCTEMBI 3alllUTHI MEPCOHAIBHBIX JAHHBIX JIOJDKHO OBITh
MPOBEJIEHO OOOCHOBAaHUE TPUMEHEHHUS KOMIICHCUPYIOIIUX Mep id obOecredeHus Oe30MacHOCTH
MEPCOHAIIBHBIX JAHHBIX.

11. B ciydae ompeneneHust B COOTBETCTBUU ¢ TpeOOBaHMSAMHU K 3alllUTe MEPCOHAIBHBIX MPU UX
00pa0oTke B MH(OPMALMOHHBIX CHCTEMaxX MEPCOHAIbHBIX JAHHBIX, YTBEP)K/IEHHBIMH MOCTaHOBJIEHHEM
ITpaButensctBa Poccuiickoit deaepannu ot 1 HosOps 2012 r. N 1119, B kauecTBe akTyaJbHBIX YIpo3
0€30MacCHOCTH MEPCOHANbHBIX JAHHBIX 1-ro W 2-ro TUHOB JOMNOJHHUTEIHHO K MepaMm IO O0eCHedyeHHUIo
0€30MacHOCTH MEPCOHAJBHBIX JaHHBIX, YyKa3aHHbIM B IIyHKTE & HACTOSIIEro JOKYMEHTa, MOTYT
MIPUMEHSTHCS CIEAYIOLIUE MEPBI:

MPOBEpPKa CUCTEMHOTO U (HJIK) MPUKIATHOTO MTPOTrPAMMHOTO O0ECTIeUeHH s, BKIIF0Uasi IPOrpaMMHBIiA
KOJl, HA OTCYTCTBHE HEICKIApPUPOBAHHBIX BO3MOXKHOCTEH C HCIOJIH30BAHMEM aBTOMATU3WPOBAHHBIX
CpencTB ¥ (WiH) Oe3 UCTIOIh30BAHUS TAKOBBIX;

TECTUPOBaHNE WH(DOPMAITMOHHOW CHCTEMBI Ha TPOHUKHOBEHNS,

HCIIOJIB30BaHHEC B HH(I)OpMaHHOHHOﬁ CUCTEME CHUCTCMHOI'O U (I/IJ'II/I) NPUKIIAAHOTO HPOTrpaMMHOIO
O6€CH€‘I€HI/I$I, pa3pa60TaHHor0 C UCIIOJIB30BAHUEM MECTOJIOB 3alIUINCHHOI'O IPpOIrpaMMUPOBaHUAA.

12. Texunueckue MCPBI 3alllUThI IICPCOHAJIBHBIX NTAHHBIX PCAIU3YIOTCA MOCPCACTBOM NPHUMCHCHUSA
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CPEICTB 3alIUThl MH(OpMalMK, B TOM YHWCJIE MPOTrPaMMHBIX (IIPOrpaMMHO-aNMapaTHBIX) CPEACTB, B
KOTOPBIX OHM PEATM30BaHbl, HIMEIOINX HEOOX0uMble (PYHKINU 0€30IacHOCTH.

[lpu wucnonb30BaHUU B HMHOOPMALMOHHBIX CHCTEMaX CEePTU(QHUIMPOBAHHBIX IO TPEOOBAHUSIM
Oe3omacHOCTH HH()OPMAILIUU CPEJICTB 3aAITUTHl HHPOPMAITIH:

B MH()OPMALMOHHBIX CHCTeMax | ypOBHS 3alIMIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX MPUMEHSIOTCS
cpeactBa 3ammThl MHGopManuu He HIKe 4 Kimacca W 4 ypOBHS JIOBEpHUs, a TaKXKe CpelaCTBa
BBIYHMCIIUTEIILHON TEXHUKHU HE HIKE 5 Kitacca;

(8 pen. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

B MH(OPMALMOHHBIX CHCTEMaxX 2 ypOBHS 3alMIICHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
cpeacTBa 3amMThl HMH(OpMAIMM HE HIDKE 5 Kiacca W S5 YpOBHS JIOBEpHUsS, a TaKXKe CpeaCTBa
BBIYHMCIIUTEIILHON TEXHUKHU HE HIKE 5 Kitacca;

(B pen. [Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B MH()OPMALMOHHBIX CHCTEMaxX 3 ypOBHS 3alUIIECHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
cpeactBa 3ammThl HHPOpManuu 6 Kiacca W 6 ypOBHS JOBEpHUs, a TAKXKE CPEACTBAa BBIYMCIHUTEIBHOM
TEXHUKH HE HUXKE 5 Kiacca;

(B pen. [Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B MH()OPMALMOHHBIX CHCTeMax 4 ypOBHS 3alUIICHHOCTH MEPCOHAIBHBIX JaHHBIX MPUMEHSIOTCS
cpeactBa 3ammThl MHPOpManuu 6 Kiacca U 6 ypOBHS JOBEpHUs, a TAKKE CPEACTBAa BBIYMCIUTEIBHOM
TEXHHUKH HE HIDKE 6 Kilacca.

(B pen. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

Kiaccel  3amuThl  onpeaessitorcsi B COOTBETCTBMU C HOPMATHBHBIMU IPABOBBIMU  aKTaMH,
W3JaHHBIMA B COOTBETCTBUU C moAmyHkToM 13.1 mynkra 8 Ilomokenust o denepanbHOl ciyx0e mo
TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO, YTBepkIAeHHOro Ykasom IIpesunenra Pocculickoit
®enepauun ot 16 aBrycra 2004 r. N 1085.

YpoBHU J0BepHs YCTaHABIMBAIOTCSA B COOTBETCTBHMM C TpeOoBaHMSAMHM 1O 0€30MacHOCTH
nH(pOpPMAINY, YCTAaHABIMBAIOIIMMY YPOBHH JIOBEPHUS K CPEIICTBAM TEXHHUYECKOW 3aIUTHl MHPOPMALIUU U
cpeacTtBaM oOecrnieueHHst 0e30MacHOCTH HMH(OPMAIIMOHHBIX TEXHOJOTWH, YTBEP)KICHHBIMU IPHKA30M
OCTIK Poccun ot 30 uronst 2018 r. N 131 (3apeructpupoBan Muntoctrom Poccuu 14 Hosiops 2018 r.,
peructpanoHHbli N 52686).

(a63arn BBeneH [Ipukazom @CTIK Poccun ot 14.05.2020 N 68)

[Ipu wucnonp30BaHMM B  HMH(MOPMAIMOHHBIX CHCTEMax CPEICTB  3allUThl  MH(OpMAIHH,
cepTU(ULIMPOBAHHBIX 1O TPeOOBaHUAM 0€30MaCHOCTH UH(POPMAIMH, YKa3aHHbIE CPEJICTBA JOJKHBI OBITh
CepTHU(HUIMPOBAHBl HAa COOTBETCTBHE O00s3aTeNbHBIM TPeOOBAHUSAM MO O€30MacCHOCTH WH(OPMALUH,
YCTaHOBJICHHBIM HOPMATHUBHBIMHU IPAaBOBBIMH aKTaMH, WJIM TPeOOBaHUSM, YKa3aHHBIM B TEXHUYECKUX
YCIOBHSAX (3aJaHUAX 110 0€30MaCHOCTH).

qDYHKHI/II/I 0e30macHOCTH Cp€ACTB 3alIUTEI I/IH(i)OpMaI_[I/II/I JOJIXKHBI o0ecrieynBaTh BEITIOJHEHUE MEp
10 00eCIeUeHUI0 OC30IMaCHOCTH NEPCOHANIBHBIX JaHHBIX, COACPKAIINXCA B HACTOAIICM JOKYMCHTC.

A63an yrpatui cuity ¢ 1 ssaBapst 2021 rona. - [pukaz ®CTOK Poccun ot 14.05.2020 N 68.
(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHMK B UH(DPOPMALIMOHHBIX CUCTEMax HOBBIX MH()OPMAIIMOHHBIX TEXHOJOTHH U
BBISIBIIGHUM JIOTIOIHUTEIBHBIX yTpo3 0OE30MacHOCTH MEPCOHAJBHBIX JAaHHBIX, JUISI KOTOPBIX He
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ompeereHbl Mephl o0ecrieueHnst ux 0€30MacCHOCTH, JTODKHBI pa3padaThiBaThCs KOMIICHCUPYIOIINE MEPHI
B COOTBETCTBUU € MyHKTOM 10 HacTosiero JOKyMeHTa.

[Ipunoxxenue

k CocTaBy U cOJIepKaHUIO
OpPTraHU3AIMOHHBIX U TEXHUYECKHX
Mep Mo 00ecTieUeHHI0 O€30IaCHOCTH
MEPCOHANTBHBIX JJAHHBIX IPU UX
00paboTke B HH(MDOPMAITMOHHBIX
CUCTEMaX TMePCOHABHBIX JaHHBIX

COCTAB U COOEPXAHUE
MEP NO OBECNEYEHUIO BE3OIMNACHOCTU NEPCOHAJIbHbLIX AAHHbIX,
HEOBXOAUMBIX AN OBECNEYEHUA KAXO0IMO U3 YPOBHEWN
SALLMIWLEHHOCTU NEPCOHAJIbHbBIX AAHHbLIX

YcnoBHOe CO,[[ep)KaHI/IC MCp 110 obecrieyeHno 0e30IacHOCTH ypOBHI/I AU CHHOCTH

o0o3HavYeHNe HEePCOHATILHBIX JIAHHBIX HIEPCOHAJIbHBIX JTAHHBIX
U HOMeEp
MEpHI 4 3 2 1

I. Unertudukanus u ayreHTUGHUKALNS CyOBEKTOB A0CTyIa U 00beKTOB noctyma (MAD)

HNAD.1 WNnentuduxarus )54 ayreHTu(UKanus | -+ + + +
MOJIb30BaTENIeH,  SBIAIOIIMXCS  pabOTHHKaMU
oreparopa

NAD.2 Wnentudukanus v ayreHTU(UKaLUsA yCTPOICTB, B + +
TOM 4HCJIE€ CTAllMOHAPHBIX, MOOWJIBHBIX U
MTOPTaTUBHBIX

NAD.3 VYnpasienue wuiaeHTH(duUKaTOpamMu, B TOM uucie| + + + +
CO3/IaHNE, IIPUCBOEHHUE, YHUYTOKECHHE
UACHTUPHUKATOPOB

NAD .4 VYnpasieHue cpeAcTBaMu ayTeHTU(UKALUU, B TOM| + + + +

qyclie  XpaHEHWe, BblJaya, HWHULUAIU3ALMS,
ONOKMpOBaHHWE  CPEICTB  ayTeHTHU(PUKALUU U
NpUHATHE Mep B Cily4dae yTparbl U (WUJIH)
KOMIIPOMETAIIMH CPEJCTB ayTeHTH(PHUKAIIUN

NAD.5 3amura oOpartHoi CBA3U pu BBOJIE| + + + +
ayTeHTU(UKAMOHHON MH(pOpMaluu

NAD.6 Nnentudukanus u ayTeHTHGUKaMs | + + + +
MOJIb30BaTese, He SBISAIOLUIMXCS pabOTHUKaMU
oreparopa (BHEIIHUX MOJIb30BATENICH )




II. YnpaBnenue noctynom cyobeKToB A0cTyma kK o0bekTam goctyna (YIII)

VI 1

VYupasnenue (3aBeneHue, aKTHBAIU,
OJIOKMpPOBAaHWE U  YHUYTOXKEHHE) Y4YETHBIMU
3aMMCSIMH TIOJIL30BATENICH, B TOM YHCJIE BHEITHUX
MOJIb30BaTEIeH

+

+

+

VIIJI.2

Peammzanms HEOOXOIMMBIX METOJIOB
(AMCKPEMOHHBINA, MAaHAATHBIN, POJIEBON WM MHOU
METOJ), TUIOB (YTCHHE, 3aMUCh, BBHIMOJTHECHUE WITH
WHOM THUI) U MPABUJI pa3rpaHUUEHUsI 10CTyna

VI3

Vnpasienune  (puiabTpanus, — MapuIpyTH3aIHA,
KOHTPOJIb COCIUHECHUH, OJIHOHAIIPABJICHHAS
meperaya M UHBIE  CIOCOOBI  yNpPaBJICHUS)
MH(GOPMALMOHHBIMU IIOTOKAMH MEXIy
YCTPOWCTBAMH, CETMEHTaMU HWH(POPMAIMOHHOM
CHCTEMBl, a TaKXke MeXAy HH(PpOPMaLMOHHBIMU
CUCTEMaMHU

VIIJ1.4

Paznenenne nmomnomounii (posieid) moiab30BaTeseH,
aJIMHHHACTPATOpPOB W  JIUI, OOECIEUNBAIOIINX
(GyHKIMOHHPOBaHNE HH)OPMAITHOHHON CHCTEMBI

VIIJLS

Ha3nauenne MUHUMAaNbHO HEOOXOIMMBIX IPaB U
NPUBWIETUH TIOJB30BATENSAM, aMHHUACTPATOpaM H
aumaM, o0ecneunBaomMM  (YHKIMOHHPOBAHHE
MH(GOPMALIMOHHOM CUCTEMBI

VIIA.6

OrpannueHrue HEYCNENIHBIX IONBITOK BXOJa B
MH(OPMALIMOHHYIO CUCTEMY (toctyna K
MH(OPMAIMOHHOM cucTeme)

VIIL7

[Ipenynpexnenre monb30BaTeNs MPHU €ro BXOJE B
WHQOPMAIIMOHHYIO CHCTEMYy O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEPHI 1O
obecriedeHn0  0€30MaCHOCTH  MEPCOHAIbHBIX
JIaHHBIX, W O HEOOXOJMMOCTH COOJFOICHHS
YCTaHOBJICHHBIX OIEPAaTOPOM MpPaBHI OOPaOOTKH
MEPCOHANIBHBIX JAHHBIX

VIIJL.8

Onosemenne MNOAB30BATENd IOCIE YCHEHIHOIO
BXOJa B HMH(POPMALMOHHYIO CUCTEMYy O €ro
MpebIAyIIEM BX0/ie B UHPOPMAIIMOHHYIO CUCTEMY

VIIJL9

OrpannyeHue uyuciaa MNapalICNIbBHBIX — CEaHCOB
JocTtyna  JUisl  KaXJIOM  y4eTHOM  3amucu
10JIb30BaTENs HHPOPMAIIMOHHOM CHCTEMBI

VIIJL10

brnokxupoBanue ceaHca JocTyna B
MH(POPMAIIMOHHYIO CUCTEMY nociue
YCTaHOBJIEHHOT'O BpEMEHU Oe3nelicTBUs




(HEaKTUBHOCTH ) MOJIB30BATEIIS HIIU T10 €T0 3aMpOCy

VIIZL11

Pazpemienne (3amper) AeMcTBUM MOJIb30BaTENEH,
pa3perIeHHbIX hi (0] WJICHTH(QHUKAIINN "
ayTeHTU(UKAINH

VIJL12

[Tonnepxka u COXpaHEHHUE aTpuOyTOB
0e3omacHOCTH (METOK O€301MacHOCTH), CBSI3aHHBIX
¢ uHpopMmanmend B TMpoLecce €€ XpaHCHHS |
00paboTKu

VIIJL13

Peanuzanusi 3amuieHHOro yAajJeHHOro JO0CTYIa
CyOBEKTOB JoCTyna K OOBEKTaM J0CTyHa depes
BHELITHUE nH(OPMAaLIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIC CETH

VIIJL 14

PGFHaMGHTaHI/Iﬂ U KOHTPOJIb MCIIOJIb30BaHUA B
UHPOPMAIIMOHHOM cucTeMe TEXHOJIOTUI
0eCIpPOBOTHOTO JTOCTYIIA

V15

PernamenTanuss ¥ KOHTPOJIb HCIOJIL30BAHMS B
nH(OPMALIMOHHOU CUCTEME MOOUIIBHBIX
TEXHUYECKUX CPE/ICTB

VIIJL16

VYnpasnenue B3aMMOJICHCTBHEM c
WHPOPMAIIMOHHBIMH ~ CUCTEMaMH  CTOPOHHUX
OpraHu3aluu (BHEIIHUE UH(OPMALIMOHHBIE
CHCTEMBI)

VIIJL17

ObecrieueHre JIOBEPEHHOM 3arpy3Kud CpelCTB
BBIUUCIIUTENILHOW TEXHUKU

II1. Orpanunuenue nporpammHoii cpessl (OI1

9

OIIC.1

VYnpasnenue 3aIyCKOM (oOparteHUsIMM)
KOMITOHCHTOB MTPOTPAMMHOTO OOECIICUCHUs, B TOM
qHCclie OMpeeNieHue 3aMyCKaeMbIX KOMIIOHEHTOB,
HACTpOWKa TMapaMEeTpOB 3aIlyCKa KOMITOHEHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMITOHEHTOB
MPOrpaMMHOTO 00ecTieueHuUs

OIIC.2

VYnpasnenue YCTaHOBKOU (uHCTAMNIALKEN)
KOMIIOHEHTOB MPOTrpaMMHOT0 00eCeueH s, B TOM
qucie ONpeJesIeHNe KOMIIOHEHTOB, IMOJUIekKalUX
YCTaHOBKE, HAaCTpOilKa IapaMeTpOB YCTaHOBKH
KOMIIOHEHTOB, = KOHTPOJb  3a  YCTaHOBKOM
KOMITIOHEHTOB IPOTrPaMMHOI0 00eCTIeYeHU s

OIIC.3

YcTaHoBKa (MHCTAUIANNSA) TOJIBKO Pa3pemieHHOro
K HCIOJB30BAHUIO MIPOTPAMMHOTO OOECTICYCHUST U
(1K) ero KOMIIOHEHTOB




OIIC.4

VYnpasienue BpeMEHHBIMH (paiijlaMu, B TOM YHCIIEe
3allpeT, paspelleHue, IEPEHANPaBICHUE 3aIUCH,
yJIaJeHe BpEMEHHBIX (ailioB

IV. 3amuTa MalMHHBIX HOCUTENEH nepcoHaNbHBIX AaHHBIX (3HI)

3HU.1

Yyer MalIMHHBIX HOCHUTENIEH MEPCOHAIBHBIX
JTAHHBIX

3HU.2

praBHeHI/IC JOCTYIIOM K MAlIMHHBIM HOCHUTCIISAM
MEPCOHAIBHBIX JAHHBIX

3HN.3

KoHTposns nepemelieHuss MallMHHBIX HOCUTEIER
IIEPCOHAIBHBIX JAaHHBIX 3a IIpEIEbl
KOHTPOJIUPYEMOM 30HBI

3HU.4

Uckmouenne BO3MO>KHOCTH
HECaHKIMOHUPOBAHHOTO 03HAKOMJICHHS c
coJiepKaHuEM MEePCOHATBHBIX JaHHBIX,
XPaHSAIIMXCSA HAa MAIIWHHBIX HOCUTENAX, W (MJIN)
WCIIOJIH30BAaHUSI HOCUTEJIEH TTEPCOHANIBHBIX JTAHHBIX
B MHBIX HHPOPMAIIMOHHBIX CHCTEMax

3HN.5

Kontpons wucnonb3oBanusi uHTEp(dEiicoB BBOIA
(BpIBONIA) WMH(pOpPMAIMM HA MAaNIMHHBIE HOCHUTEIN
IIEPCOHANIBHBIX JaHHBIX

3HI.6

Koutpons BBOja (BeIBoja) wuHGpOpMauuu Ha
MAalIMHHbIE HOCUTENIN EPCOHAIBHBIX JaHHBIX

3HI.7

KOHTpOHL MOJKIIFOYEHHUSI MAIIMHHBIX HOCHTEIEH
MEPCOHANIBHBIX JAHHBIX

3HN.8

YHUUYTOXKEHHE (CTHpaHWEe) WU 00€3TMYMBaHUE
MEePCOHANBHBIX JIAHHBIX Ha MAITUHHBIX HOCHUTEJSIX
mpy WX Tepeadye MEXAy I0Jb30BaTeIsIMU, B
CTOPDOHHHE OpraHu3aluu JUisi pPEeMOHTa WU
VTIWIA3AIAHA, a TaKXKe KOHTPOJb YHUUYTOXKCHHS
(cTupanus) UM 00e3TMUNBaAHUS

V. Peructpanus coosituii 6e3onacuoctu (PCBH)

PChb.1

Onpenenenue COOBITHIA 0e30MacHOCTH,
TTOJIIKANUX PETUCTPAIMH, U CPOKOB X XPaHEHUS

_|._

PCB.2

Omnpenenenne cocraBa " COJIepKaHUs
uHdpopMaud 0  COOBITHSX  OE30MacHOCTH,
MTOJIICKAIUX PETUCTPAIHH

PCB.3

COop, 3ammMch UM XpaHeHue uHOpMaLUU O
COOBITHSX 6e30macHOCTH B TE€YEHHE
YCTaHOBJIEHHOT'O BPEMEHH XPAaHEHUS




PCb.4

PearupoBanue Ha cOOU MPHU PETUCTPALIUH COOBITHIA
0e30macHOCTH, B TOM UHCII€ alnapaTHble U
porpamMMHbIe OIMOKH, cOOM B MexaHH3Max coopa
uHbopMallMM W JOCTWXKEHHME Ipelena WU
MePETIOTHeHHS 00beMa (EMKOCTH ) TTaMSITH

PCB.5

MounuTtopuHr (IpPOCMOTp, aHAIU3) pPE3yJbTAaTOB
perucrpainuu COOBITHIA 0€e301MacHOCTH u
pearupoBaHHe Ha HUX

PCb.6

['enepupoBanne BpEMEHHBIX METOK U (WJIK)
CUHXPOHM3AIIHS CUCTEMHOTO BpEMEHU B
MH(POPMAIIMOHHOH cHUCTEMe

PCB.7

3amuTa HHPOPMAITUHN O COOBITHIX OE€30MMACHOCTH

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanusanus aHTUBHPYCHON 3aILUTHI

AB3.2

OOHoOBIEHHE 0a3nl JaHHBIX IIPHU3HAKOB
BPCAOHOCHBIX KOMITIBIOTCPHBIX Inporpamm

(BUpyCOB)

VII. O6napy:xenue Bropkenuit (COB)

COB.1

ObnapysxeHue BTOP)KEHUN

COB.2

OOHoBIIeHNE 6a3bl peLIaOIUX MPABUI

VIIL

KOHTpOHB (aHaHI/IS) 3aMUIIEHHOCTH TTEPCOHAJIBHBIX

nanHbx (AH3)

AH3.1

BrisBienue, aHaiIn3 YA3BUMOCTEHN
MH(QOPMAIIMOHHOM  CHUCTEMBI U  ONEpPaTHUBHOE
YCTPaHEHHE BHOBb BBISBIICHHBIX YA3BUMOCTEN

+

+

AH3.2

KoHTponb ycTaHOBKHM OOHOBIEHHUI MPOrpaMMHOTO
obOecrieueHusl, BKJIIOYas 00OHOBIIEHHE
MPOrPaMMHOTO  00eCTeYeHHs] CPEICTB 3alllUThI
uHpopmanuu

AH3.3

Kontpons  paboTocnmocoGHOCTH,  HapamMeTpoB
HAaCTPONKU U TMPaBUIBHOCTH (GYHKIHMOHUPOBAHUS
MIPOrPaMMHOT0 OO0ECTIeYeHUsT U CPEICTB 3aIlUTHI
nHpopManun

AH3.4

KoHTposnb  cocraBa  TEXHHUYECKHMX  CPEACTB,
MIPOrPaMMHOT0 OO0ECTIeYeHUsT U CPEICTB 3aIlUTHI
nHpopManun

AH3.5

KoHTponb mpaBuil reHepani U CMEHBI Hapojei
II0JIb30BATENIEH, 3aBEICHUS M YAAIEHUS YYETHBIX
3alMCcell  TOJIb30BATENICH, peaJn3aluy  IPaBUIL




pasrpaHuyeHus JOCTYTIa, MTOJITHOMOYU I
oJib30Bareseil B UHGpOpPMaLIMOHHON CUCTEME

[X. Obecnieuenue 1eI0CTHOCTH HHPOPMAILIIOHHOM CUCTEMBI U TIEPCOHANIBHBIX JAHHBIX

(OLJI)
OLVI.1 Kontposnb LEJIOCTHOCTH MPOTPaMMHOTI0 + +
obecrieyeHus, BKITIOY st MPOrpaMMHOE

o0ecrieyeHre CpeICTB 3alUThl HHPOpMaLUU

OLJL.2 KoHTposib 11€10CTHOCTH TMEPCOHAIBHBIX JAHHBIX,
coJieprKalmxcs B 0a3ax JaHHBIX HH()OPMAIIMOHHOM
CHUCTEMBI

OILJL.3 ObecrnieueHHEe  BO3MOJKHOCTH ~ BOCCTAaHOBJICHHS
IIPOrpPaMMHOI'0 obecreueHus, BKJTFOYast

porpaMMHOE  00eCreueHHe CpEeICTB  3aIIUTHI
uH(popMalUK, NP BO3HUKHOBEHHWH HEIITATHBIX
CUTyaLHi

oLJ1.4 OO6Hapy>xeHue U pearupoBaHu€ Ha MOCTYIUICHUE B + +
MHPOPMALIMOHHYIO CHUCTEMY HEe3alpalluBaeMbIX
ANEKTPOHHBIX COOOUIEHUH (ITMCEM, JOKYMEHTOB) U
UHOW  uH(poOpMalMM, HE  OTHOCAUIMXCS K
(YHKIMOHMPOBAHUIO WH(POPMALMOHHON CHCTEMBI
(3amuTa OT crama)

OLIJLS KonTpons CoJIepKaHus uHpOpMaLuy,
neperaBaeMoil u3 MHGOPMALMOHHOM CHCTEMBI
(KOHTEeHEepHBIN, OCHOBAaHHBIH Ha  CBOMCTBax
oObekTa  gocTtyma, M  (WIM)  KOHTEHTHBIMH,
OCHOBAHHBIN Ha IIOHCKE 3alpelICeHHON K Iepenayde
nH(pOpMalLIUU C UCTOJIb30BaHUEM CUTHATYpP, MACOK
U MHBIX METOJIOB), U MCKIIIOYEHHE HEIPABOMEPHON
nepegaud uHGOpMAMU U3 UHPOPMAIUOHHOMN
CHUCTEMBI

OLJI.6 OrpannueHue TpaB TMOJb30BaTENIed IO BBOIY
nHpopmanuy B ”HHOPMAITMOHHYIO CUCTEMY

OLJL.7 KoHTponb TOYHOCTH, TOJHOTHI U MPaBUIBHOCTH
JAHHBIX, BBOJIMMBIX B HHPOPMAIIMOHHYIO CUCTEMY

OLJL.8 KonTponb ommOOYHBIX ACHCTBUN MMOIB30BATEICH
mo BBOAYy u (WIHM) TMepeaade MepCOHAIBHBIX
JAHHBIX W TPEIyNpeKICHHUE IMOIb30BaTeIei 00
OITMOOYHBIX JIEHCTBUSAX

X. Obecrnieuenne qocTynmHOCTH niepcoHanbHbIX JaHHbIX (OT)

OAT.1 Hcnonp30BaHne OTKa30yCTOWYMBBIX TEXHUYECKUX
CpeACTB




OAT.2

PesepBupoBanue TEXHUYCCKUX CpPE/CTB,
IPOrpaMMHOTO 00ECIeUCHHUs, KaHAJIOB Iepeaadyn
uH(popManuy, CpEICTB obecrieyeHUs

GyHKIIMOHUPOBaHUS UH(POPMALIMOHHOW CUCTEMBI

OJIT.3

Koutponp  Ge30TkazHOro  GyHKIMOHHPOBAHUSA
TEXHUYECKUX CPEJCTB, oOHapy KeHue U
JIOKaIU3aIHs OTKa30B (bYHKIIMOHUPOBAHUS,
IIPUHATHE MEpP IO BOCCTAHOBJEHHUIO OTKAa3aBLIMX
CPEICTB U UX TECTUPOBAHUE

OJIT .4

[lepuoanueckoe pe3epBHOE KOIMPOBaHUE
MEPCOHAJIBHBIX JAHHBIX HAa PE3E€PBHBIC MALIUHHBIE
HOCHTEIH MEePCOHATBHBIX JTaHHBIX

OJIT.5

ObecnieueHre  BO3MOXKHOCTH ~ BOCCTaHOBJICHUS
IIEPCOHAJIBHBIX JAHHBIX C PE3€PBHBIX MAIIMHHBIX
HOCUTEJIEH MEePCOHATBHBIX JaHHBIX (pe3epBHBIX
KOIMH) B TEYEHHE YCTAHOBJIEHHOI'O BPEMEHHOIO
HHTEpBaja

XI. 3amura cpenst Buptyanusanuu (3CB)

3CB.1

Unentudukanus u ayTeHTHPHUKAIUS CYOBEKTOB
noctyna M OOBEKTOB JOCTyHa B BHPTYaIbHOU
UHPPACTPYKTYpE, B TOM YHCIE aIMHHUCTPATOPOB
YIPaBICHUS CPEJCTBAMH BUPTYTA3AIHH

3CB.2

VYnopasienue JocTynoM CcyOBEKTOB JocTyna K
00BbeKTaM nocTyna B BUPTYaJIbHON
UHPpacTpykType, B  TOM  4YHCJIE€  BHYTPH
BUPTYyaJIbHBIX MaIIUH

3CB.3

Perucrpanus COOBITHI 0€30macHOCTH B
BUPTYaJIbHOU HH(PACTPYKTYpe

3CB.4

Vnpasienune — (puiabTpauus, — MaplIpyTH3alMs,
KOHTPOJIb COETUHEHMS, OJIHOHAIpaBJICHHAs
nepefaya) MOTOKaMM  HMHGOpMAIMM  MEXITY
KOMITOHEHTaMH BUPTYalbHONH MHPPACTPYKTYpHI, a
TaK¥Ke 1o HEPUMETPY BUPTYaJIbHON

MHQPACTPYKTYpHI

3CB.5

JloBepeHHasi 3arpy3ka CEpBEpOB BUPTyalIH3alUH,
BUPTYadbHOW MalIuHBl (KOHTEiHEepa), cepBepoOB
YIpaBJIEHUs! BUPTyaIu3aleit

3CB.6

YmpapiieHre nepeMenieHHeM BUPTYaTbHBIX MaIIHH
(xoHTeliHEpOB) © 0OpabaThIBa€MbIX Ha HHUX
JTAaHHBIX

3CB.7

KonTpons LEJIOCTHOCTH BUPTYaJIbHOU




UHPACTPYKTYPHI U €€ KOH(pUrypamnui

3CB.8 Pe3epBHOE KONMPOBAaHUE TaHHBIX, PE3EPBUPOBAHUE
TEXHHUYECKHX CpEICTB, IPOTrPaMMHOTO
oOecriedeHrs: BUPTyalbHOW HWH(PPACTPYKTYpHI, a
TaKke KaHAJIOB CBS3M BHYTPH BHPTYaJIbHOM

UHPPACTPYKTYPHI

3CB.9 Peanuzanuss U ynpaBiaeHHE — aHTUBUPYCHOM
3aIIMTON B BUPTYaIbHOW HHDPACTPYKTYpe

3CB.10 Pa3Oouenne BupTyanpbHOM HMH(PPACTPYKTYpHl Ha
CETMEHTHI (cermMmeHTHpOBaHUE BHUPTYaJIbHOU
HHPPACTPYKTYpHI) i1 00pabOTKH MEePCOHATBHBIX
JAHHBIX OTACIIbHBIM TOJIb30BaTeIeM U (HJIN)
rpyNnoi nojib30Batesnei

XII. 3amuta Texuuueckux cpencts (3TC)

3TC.1 3amura uH(popMaIuuy, oOpabaTbIBacMoOi
TEXHUYECKHUMH CpPEJCTBAMH, OT €€ YTCYKH IIO0
TEXHUYCCKUM KaHaJIaM

3TC.2 Opranu3zanys KOHTPOJIMPYEMOM 30HBI, B Ipeneax
KOTOPOH MOCTOSHHO Pa3MELIAIOTCs CTAallMOHAPHBIE
TEXHUYECKHE CpenCTBa, oOpabaTsIBaroIue
nH(POPMAIIHIO, U CPEJICTBA 3AIIUTHI HHPOpPMAIIUH, a
TaKXe cpe/IcTBa obecreueHus! PyHKIIMOHUPOBAHUS

3TC.3 Kontpons u ynpaBienue puznyeckum JOCTYIOM K| +
TEXHHUYECKUM CpEICTBaM, CpPEICTBAM 3alllUThI
nH(popManuy, CpeacTBamM obecrieueHus

(YHKIMOHMPOBAaHUS, a TaKXKe B TIOMEIEHUS U
COOPYKCHUA, B KOTOPBIX OHH YCTAHOBJICHBI,
UCKJIIOYAIOLIHe HECAHKIIMOHUPOBAHHBIN
¢usznueckuif JOCTYn K cpenctBaM o0paboTKu
uHpOpMalY, CPEACTBaM 3allUThl HH(POPMALUU U
cpeactBaM  obecrieueHuss  (PYHKIIMOHHPOBAHUSA
MHPOPMALIMOHHOM CUCTEMBI, B TIOMEILEHHUS U
COOPYKCHUA, B KOTOPBIX OHHU YCTAaHOBJICHBI

3TC.4 Pa3memienue yctpoiictB BbIBojga (oToOpaxeHwus)| -+
uHpopManuy, UCKJIIOYarolIee ee
HECAHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5 3ammTa OT BHENIHUX BO3JEUCTBHM (BO3IECWCTBHI
OKpY>Karolen Cpelbl, HECTAaOMILHOCTH
ANEKTPOCHAOKEHUS, KOHJIUIIMOHUPOBAHUS W WHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTta nHPOPMAIIIOHHON CUCTEMBI, €€ CPEJICTB,
cucTeM CBs3u U niepenaun qanubix (3UC)




3UC.1

Paznenenne B WHGOPMALMOHHON  cUCTEMe
GyHKIMA 10 yIpaBiIeHUIO (aIMHUHUCTPUPOBAHUIO)
MH(POPMAIMOHHOM CUCTEMO1], YIIPaBJICHUIO
(aAMHMHHMCTPUPOBAHUIO) CUCTEMOM 3alIUTHI
MEPCOHATBHBIX JAHHBIX, QYHKIHMHA 1o 00paboTke
NEPCOHAJBHBIX  JIAHHBIX M  UHBIX  (YHKIMHA
MH(OPMALIMOHHON CUCTEMBI

3UC.2

[IpenoTBpalieHue 3aJepKKU WIM IPEpPbIBAHUA
BBINOJIHEHUS NIPOLIECCOB C BBICOKUM MPUOPUTETOM
CO CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM

31C.3

ObecnieueHre 3aIUTHI NMEPCOHATBHBIX JAHHBIX OT
PacKphITUs, MOAU(HUKAIIMY U HaBSI3bIBaHUS (BBOJA
JOKHOW  WHpOpMAIMM) TpU ee  Iepenade
(moAroToBKE K Imepenade) IO KaHalaM  CBS3H,
MMEIOIAM BBIXOJ 3a MpeNesbl KOHTPOJIUPYEMOU
30HBI, B TOM YKCJIE OSCIIPOBOHBIM KaHAIaM CBSI3U

31UC.4

OOecnicueHre JOBEPCHHBIX KaHAa, MaplipyTa
MEXIy aJMHHHCTPATOPOM, TOJb30BATEIEM U
cpeacTBaMu 3amuThl MHGopManuu (QyHKIUAMU
0€30MaCHOCTH CPECTB 3alIUTHI HH()OPMAIHHN)

3UC.5

3anper HECaHKL[MOHUPOBAHHOU YIAAJIEHHOU
aKTHBAallUM BHJEOKaMep, MUKPO(OHOB M HHBIX
nepu(epuiiHbIX ~ YCTPOWCTB, KOTOpPHIE  MOTYT
aKTUBUPOBATHCS  YNAJCHHO, U  OIOBEILICHUE
10JIb30BaTese 00 aKTUBALIMU TaKUX YCTPOHCTB

3UC.6

[lepenaya ¥ KOHTpPOJb IIEJIOCTHOCTH aTpHOYTOB
6e3omacHOCTH (METOK 0e30MacHOCTH), CBS3aHHBIX
C INCPCOHAJIbHBIMH NAaHHBIMHU, ITIPH oOMEeHE UMHU C
WHBIMU HH()OPMAITMOHHBIMU CUCTEMAMHU

3UC.7

KOHTpOHL CaHKIIMOHHUPOBAHHOI'O W HCKIIIOYCHUC

HECAaHKIIMOHUPOBAHHOTO HCITOJIB30BaHUS
TEXHOJIOTUH MOOMJIBHOIO KOJAa, B TOM 4HCIE
perucTpanus COOBITHH, CBSA3aHHBIX c

HCIIOIB30BAHMEM TEXHOJIOTHH MOOHILHOIO KOa,
UX aHaJgu3 M pearupoBaHUe Ha HapylIEeHU,
CBSA3aHHBIE C  HMCHOJB30BAaHMEM  TEXHOJIOTHH
MOOMIBHOIO KOJa

3UC.8

KOHTpOJ'IB CAaHKIIMOHHUPOBAHHOT'O M HCKIIIOYCHUE

HECaHKIMOHUPOBAHHOTO UCIIOJIb30BaHUs
TEXHOJIOTMI TMepelayd pedd, B TOM UHCIE
perucTpanus COOBITHI, CBSA3aHHBIX c

WCIIOJIb30BAHUEM TEXHOJIOTMI Mepelayu pedu, UX
aHalIM3 U pearupoBaHUE Ha  HapyIICHWs,
CBA3AaHHBIE C  HCIOJb30BAHMEM  TEXHOJIOTHU




neperayu peuu

3UC.9

KoHTposb CaHKIMOHUPOBAHHOW M HCKIKOYECHUE
HECAHKIIMOHUPOBAHHOM nepenayu
BHUJICOMH(OPMAIIK, B TOM YHCIIE PETUCTPALHS
COOBITHH, CBSI3aHHBIX C nepenayeit
BUJICOMH(OpPMAIINH, UX aHAIN3 U pEarnpoBaHUE HA
HapyuIeHUs, CBSI3aHHBIE c nepenayein
BUJIcOMH(DOpMAITIH

31C.10

[ToaTBepkieHHEe  TPOUCXOXKJEHUS  MCTOYHHUKA
uHpopmanuu, MOJTy4aeMoi B nporecce
ONIpE/ICNICHUs] CETEBBIX aJPECOB IO CETEBBIM
MMEHAaM WM OMNpeAeNieHUs] CETEeBBbIX HMEH IIO0
CETEBBIM a/ipecam

3UC.11

OOecnieueHre NOAIMHHOCTH CETEBBLIX COEIMHEHUMN
(ceaHCOB B3aUMOJICHCTBHS), B TOM YHCJIC IS
3alUTBI  OT TIOJMEHBI CETEBBIX YCTPOWCTB H
CCPBHCOB

31C.12

Hckmouenue BO3MOXHOCTH OTpULIAHUS
nojip30BareseM (akTa OTIPABKU IEPCOHATBHBIX
JAHHBIX IPYTOMY I10JIb30BaTEIIO0

31C.13

Hckmrouenue BO3MOXHOCTH OTpULIAHUS
noJib30BareieM (aKTa TOITYYEeHHUS MEePCOHATBHBIX
JAHHBIX OT IPYTOro MOJIb30BATENA

31C.14

Hcnonb3oBaHue  yCTPOWCTB  TEPMHHAILHOTO
JocTyTa Juist 00paboTKH MepCOHANBHBIX JaHHBIX

3UC.15

3ammra  apxuBHBIX  (aiiioB,  mapameTpoB
HAaCTpOMKM CpPEICTB 3allUThl HMHPOpMAUU U
IIPOrpaMMHOT0 00eCHeueHHs] U MHBIX JIaHHBIX, HE
MOJJIKAIUX U3MEHEHHMIO B Ipoliecce oO0pabdoTKH
NEPCOHAIBHBIX JAHHBIX

3UC.16

BoisiBnenune, aHanM3 W OJIOKMpOBaHHE B
MH(OPMALIMOHHONW CHCTEME CKPBITHIX KaHaJOB
nepeayn MHGopManuu B 00XOJ pealn30BaHHBIX
ME€p WJIM BHYTPH  PAa3pELICHHBIX  CETEBBIX
IIPOTOKOJIOB

3UC.17

PazOuenne  uH(pOpPMAMOHHOW  CHCTEMBl  Ha
CerMEHThl (CEerMEeHTHpOBaHHE HH(POPMAIIMOHHON
cucTeMbl) U oOecrieuyeHHe 3alluThl MEePUMETPOB
CEerMEHTOB MH(POPMAIIMOHHOMN CHCTEMBI

3UC.18

Obecneyenune 3arpy3Ku u WCTIOTHCHUS
MPOrpaMMHOTO  O0ecreueHus] ¢  MAaIIMHHBIX
HOCUTEIEH NEPCOHANIBHBIX HOAaHHBIX, AOCTYIIHBIX




TOJIBKO IJid YTCHHUA, U KOHTPOJIb HCIOCTHOCTHU
JaHHOTO ITPpOIrpaMMHOTO obecneyeHus

3UC.19 M3onsaumst mporieccoB (BBITIOJIHEHWE TPOTPaMM) B
BBIJEJIEHHON 00JIaCTH [aMATH

3UC.20 3amura 0eCIpOBOTHBIX COC/IMHEHUH, + +
MPUMEHSIEMBIX B UHPOPMAIIMOHHOM CUCTEME

XIV. BrlsiBieHHe HHIIMICHTOB U pearupoBanue Ha HuX (MHILI)

MHII.1 Onpenenenue i, OTBETCTBEHHBIX 32 BBISIBJICHUE +
WHIIUJICHTOB U pearupoBaHuE HA HUX

WHIIL.2 OOnapyxeHue, WACHTU(DUKAIMS U PErucTpauus +
WHIUJIEHTOB
WHIIL.3 CBoeBpeMeHHOE WH(OPMHUPOBAHHE T, +

OTBETCTBEHHBIX 34 BBIIBJICHHE WHIHUIAEHTOB U
pearupoBaHMe€ Ha HUX, O BO3HUKHOBEHUU
WHIIMJICHTOB B MHPOPMAIIMOHHOW  CHUCTEME
MOJIb30BATEIISIMU U aJIMUHUCTpATOPaMHU

WHII.4 AHaJM3 WMHLIUACHTOB, B TOM YHCJIE ONPEACICHUE +
HMCTOYHUKOB u MPUYNH BO3HUKHOBEHUS
HMHIMWJACHTOB, 4 TaAKXKE€ OLICHKA UX HOCJIGI[CTBI/IfI

MHIL.S [IpuHATHE MEp 1O YCTPaHEHUIO IOCIEACTBUI +
VHIIHAJIEHTOB

WHII.6 [InanupoBanue 151 [IpUHATHE Mep o +
MPEAOTBPALIEHUIO [TIOBTOPHOTO BO3HUKHOBEHMS
VHIIAJIEHTOB

XV. Vnpasnenue koHpUrypanuein "HPOPMaLMOHHONW CUCTEMBI U CUCTEMBI 3aIUThI
nepcoHanbHbIX TaHHBIX (YK®)

VK®.1 Onpenenenue Jauil, KOTOPbIM pa3pelieHbl 1eHCTBUS + +
[0 BHECEHUI0 U3MEHEHMH B KOH(QUTYpaLUIO
MH(POPMAIIMOHHON CHUCTEMBI U CUCTEMBI 3aIllUTHI
IIEPCOHANIBHBIX JTaHHBIX

YK®.2 VYpasnenue U3MEHEHUSMHU KOH(UTYpaIiu + +
MH(OPMALIMOHHONW CHCTEMBI M CUCTEMBI 3alllUTHI
IIEPCOHAIIBHBIX JTAHHBIX

VYK®.3 Ananns NOTEHIIMAIbHOI'O BO3JEHICTBUSA + +
IUIAHUPYEMBIX ~ M3MEHEHUH B  KOH(HUrypaluu
MH(OPMALIMOHHONW CHCTEMBI M CUCTEMBI 3alllUTHI
MEPCOHANBHBIX JAHHBIX Ha OOECHeYeHHE 3alllUThI
NIEPCOHANBHBIX  JAaHHBIX W COIJIACOBAHME
W3MEHEHUH B KOH(QUrypauuu HHPOPMAIIMOHHOM




CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM (paOOTHHKOM),
OTBETCTBEHHBIM 3a obecrneueHue 0e30MacHOCTU
MEPCOHAIIBHBIX TAHHBIX

YK® .4

JlokymMeHTupoBaHHe HH(popManuy (IaHHBIX) 00
U3MECHEHUSX B KOHQHUTYpauu HWHPOPMAIMOHHON
CHCTEMBl W CHCTEMBI 3allUThl IEPCOHATBHBIX
TaHHBIX

"+" - mMepa mo obecrneueHn0 0€30MMaCHOCTH MEPCOHANBHBIX JIAHHBIX BKJIIOYEHA B 0a30BBIM HAOOp
Mep JI COOTBETCTBYIOLIETO YPOBHS 3aLTUIIICHHOCTH NMEPCOHAIBHBIX JTAHHBIX.

Mepsl o obecriedyeHH0 OE30IaCHOCTH TEPCOHABHBIX JaHHBIX, HE 0003HAYEHHBIE 3HAKOM '+,
MIPUMECHSIFOTCS TIPU afanTanuyd 0a30BOro Habopa Mep W yTOYHCHHH aJanTHPOBAHHOTO 0a30BOro Habopa
Mep, a TaKke MpU pa3paboTKe KOMIIEHCUPYIOIIUX Mep M0 00ecledeHHI0 0e30MacHOCTH MEePCOHATBHBIX

JTAHHBIX.




